Byzantine generals

(classic problem) 

Definition: The problem of reaching a consensus among distributed units if some of them give misleading answers. The original problem concerns generals plotting a coup. Some generals lie about whether they will support a particular plan and what other generals told them. What percentage of liars can a decision making algorithm tolerate and still correctly determine a consensus? 

Note: One variant is: suppose two separated generals will win if both attack at the same time and lose if either attacks alone, but messengers may be captured. If one decides to attack, how can that general be sure that the message has reached the other general and the other general will attack, too? 

Byzantine Generals Problem

This is a classic problem in fault-tolerant system design. Through the replication of services (computations) a system attempts to continue to operate in a reasonably correct manner in the presents of errors (e.g., faults). 

The situation: 


Four commanders are ready to either attack or retreat, but they must all perform the same operation to be successful;


They have direct and perfect communication lines among them: that is, there are neither mistakes nor cut communication lines;


All commanders must make the same final decision;


Every commander must base his decision on the correct information from every loyal commander.

The Problem:


One commander maybe a traitor, who will obey orders, but send out false ones to his fellow commanders.


Every commander must use the same procedure to make his decision.

The Solution:


Since every commander has direct and reliable communications with every other commander, and considering the case of only one traitor, each commander should:


Send the command to all other commanders;


Review the commands sent by the other commanders and use a majority voting scheme to decide.


While the traitor can send false orders, he too must obey the majority scheme, thus, all commanders will execute the same order.

Questions:


Does this work for 3, 5, 6, or 7 commanders, argue your points.
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Byzantine Generals Problem and its Applications

Byzantine General Problem


The Classic Problem


Each division of Byzantine army are directed its own general


Generals, some of which are traitors, communicate each other by messengers


Requirements:


All loyal generals decide upon the same plan of action


A small number of traitors cannot cause the loyal generals to adopt a bad plan


The problem can be restated as:


All loyal generals receive the same information upon which they will somehow get to the same decision


The information sent by a loyal general should be used by all the other loyal generals


The above problem can be reduced into a series of one commanding general and multiple lieutenants problem - Byzantine Generals Problem :


All loyal lieutenants obey the same order


If the commanding general is loyal, then every loyal lieutenant obeys the order she sends

Reliability by Majority Voting


One way to achieve reliability is to have multiple replica of system (or component) and take the majority voting among them


In order for the majority voting to yield a reliable system, the following two conditions should be satisfied:


All non-faulty components must use the same input value


If the input unit is non-faulty, then all non-faulty components use the value it provides as input

Impossibility Results


No solution exists if less than or equal to 2/3 generals are loyal

A Solution with Oral Messages - No Signature

Oral Message Requirements and their Implications


A1 - Every message that is sent is delivered correctly


The failure of communication medium connecting two components is indistinguishable from component failure


Line failure just adds one more traitor component


A2 - The receiver of a message knows who sent it


No switched network is allowed


The later requirement -- A4 nullifies this constraint


A3 - The absence of a message can be detected


Timeout mechanism is needed

Solution


If less than 1/3 generals are traitors, this problem can be solved


Algorithm - recursive


Lieutenants recursively forward orders to all the other lieutenants


Commander's order = majority (v(c), v(1), v(2), ..., v(n))


v(i) = majority (v(i), v(i)(2), v(i)(3), ..., v(i)(n)), 1<= i <= n


v(i)(j) = majority (v(i)(j), v(i)(j)(3), v(i)(j)(4), ...)


...

A Solution with Signed Messages

Additional Requirements and their Implications


A4:


A loyal general's signature cannot be forged


Anyone can verify the authenticity of a general's signature


Implication


Digital signature is required

Solution


If at least two generals are loyal, this problem can be solved


Algorithm - recursive


Lieutenants recursively augment orders with their signature and forward them to all the other lieutenants


Each lieutenant maintains a set of orders she has received, i.e., the possible sets are:


{ attack },


{ wait }, or


{ attack, wait }


Lieutenant takes action according to the value of the set


{ attack, wait } means the commander is a traitor

Missing Communication Paths

Network topology or policy could keep a general sending/receiving messages to/from another general

This constraint makes Byzantine problem more general

Oral Message


If the communication graph is 3m-regular and less than or equal to m generals are traitors, this problem can be solved


k regular set of neighbors of a node p


the set of all neighbors of p, whose size is k


for any node not in the set, there exists a disjoint path, not passing through the node p, from a node in the set


k regular graph - every node has k regular set of neighbors


Algorithm - extension of oral message


Lieutenants recursively forward orders to all its k regular neighbors


Commander's order = majority (v(c), v(1), v(2), ..., v(n))


v(i) = majority (v(i), v(i)(2), v(i)(3), ..., v(i)(n)), 1<= i <= n


v(i)(j) = majority (v(i)(j), v(i)(j)(3), v(i)(j)(4), ...)


...

Signed Message


If the subgraph of loyal generals is connected, this problem can be solved

Distributed Systems; Distributed Coordination

Suppose we have a group of computers connected by an interconnection network.  Can we devise an operating system which will:

· Manage the resources of the network as a whole

· Appear to users as a single OS -- "virtual uniprocessor"

In particular, we would like to treat the various CPUs as a system resource.  A single application should be able to take advantage of available CPU cycles on any machine.

Assumptions:

· No shared memory.  (This distinguishes distributed systems from multiprocessor systems.)

· No global clock.  Each processor has its own clock.

· Processes communicate by a reliable message protocol.


We'll look at a few issues involved with this sort of system.

· Distributed coordination

· Distributed deadlock detection

· Load balancing

· Distributed shared memory

Distributed coordination

How can we solve the mutual exclusion problem in a distributed system, in which the participating processes may be running on different machines?

The various solutions that we have studied (Peterson's algorithm, use of hardware test and set, semaphores) all depend on at least one global lock variable.  But in a distributed system, there is no shared memory, so there is nowhere to put the lock variable where it can be accessed by all the processes.

We'll consider several algorithms:

· Central coordinator

· Ricart-Agrawala algorithm

· Token ring

· Maekawa's algorithm

Central coordinator algorithm

· One process is designated as coordinator

· The coordinator keeps a busy variable and a queue of waiting processes

enterCS:

Send a request message to the Coordinator;
Wait for a reply which says "okay to proceed";

exitCS:

Send a "done" message to the Coordinator;

Coordinator:

busy = false;
loop {
    Receive a message;
    switch (message) {
        case request:
            if busy
                enqueue the request;
            else {
                busy = true;
                send okay message to requestor;
            }
        case done:
            if request queue is empty
                busy = false;
            else {
                dequque a request;
                send okay message to requestor;
            }
    }
}

· Enforces mutual exclusion

· No starvation (first come, first served)

· Three messages per use of critical section


Problems:

· What if Coordinator goes down?  "single point of failure"

· Coordinator could be performance bottleneck

Ricart-Agrawala algorithm

· Refinement of the original algorithm presented by Lamport

· Distributed control

· Requires a method for assigning time stamps to events

· But there is no global clock


Instead, devise "Lamport clock"

· Each process/processor maintains its own time.

· Local events are assigned strictly increasing time stamps.

· Each message between processes is accompanied by a time stamp indicating the time at the sender.

· When a message is received, its time stamp is compared with the local time.

· If time stamp > local time, set local time = time stamp + 1.

This imposes a "happens before" relationship on events, with the following property:

· If eventA happens before eventB on a single machine, T(eventA) < T(eventB)

· If eventA is the sending of a message and eventB is the receipt of the same message, then T(eventA) < T(eventB)

This is not a total ordering, but it can be made into one by combining the time with the id of the process in which the event occurs.  The Lamport clock is useful in a variety of algorithms, not just mutual exclusion

The Ricart-Agrawala algorithm is a refinement of an algorithm originally published by Lamport, which uses the Lamport clock.  The algorithm has three components, which dictate what a process does when it wants to enter its critical section, when it exits from its critical section, and when it receives a request message from another process.  Each process participating in the algorithm keeps a queue of pending requests.

enterCS:

Construct a request-to-enter message;
Assign the current logical time to the request;
Send the message to each other process;
Wait for okay response from each other process;

receiveRequestMessage:

if this process is in the critical section
    enqueue the request;
else if this process is not waiting to enter the critical section
    send okay to requestor;
else // this process is waiting to enter the critical section
    if(this.request.timeStamp < incomingRequest.timeStamp)
        enqueue the request;
    else
        send okay to requestor;

exitCS:

while(request queue not empty){
    dequeue a request message;
    send okay to requestor; 
}


Will this work?

It depends on two things:

· Two requests cannot have the same time stamp.  (Use the totally ordered version of the Lamport clock.)

· All processes must agree on the ordering of the requests.


Problem:

· The algorithm fails if any of the participating process fails to respond to messages.

· 2(n-1) messages required for each entry into the critical section.


Improvement:

Require a process to acknowledge every request message with either OKAY or DENY.  If a process goes down, the other process will be able to detect it and either remove it from the group or terminate the application.

Token ring algorithm

· All participating processes form a logical ring; that is, each process knows its successor in the ring.

· The token is a special message, passed from each process to its successor around the ring.

· A process may enter the critical section only when holding the token.

enterCS:

wait for arrival of token;

exitCS:

send token to successor;

receiveToken:

if(not waiting to enter)
    send token to successor;

Problems:

What happens if a process fails to pass on the token?
Overhead of token passing if no process is requesting the critical section.

Maekawa's algorithm

For each process i, define a request set Ri.  The request sets must have the following properties:

1. The intersection of Ri and Rj must not be empty.

2. Each process belongs to its own request set.

3. All the request sets have the same number of elements, K.

4. Each process belongs to exactly K request sets.

Maekawa showed that it was possible to construct request sets so that K is O(sqrt(N)).  The algorithm uses three types of message:  request, okay, and done.  A process requesting entry into its critical section needs to get okays only from the members of its request set.

Now, the algorithm:

enterCS:

Send request message to each member of my request set.
Wait for okay messages from each member of my request set.

exitCS:

Send done message to each member of my request set.

receiveRequestMessage:

(Each process has a granted variable, initialized to false.)

if(granted)
    enqueue the request;
else{
    granted=true;
    send okay to the requestor;
}

receiveDoneMessage:

if(queue is empty)
    granted=false;
else{
    dequeue the request with the earliest timestamp;
    send okay to the requestor;
}

Question:  Why does this work?

Question:  Are processes admitted to their critical sections in timestamp order?

The advantage of this method is that only 3*sqrt(N) messages are needed per entry into the critical section.

Problem:  It is possible for a deadlock to occur.  (How?)

The deadlock problem can be solved as follows:

· If a process receives a request message with a timestamp earlier than its currently outstanding okay, it sends an inquire message to the process it has okayed.

· If the okayed process is still waiting to enter its critical section, it sends back a yield message.

· The original process can then put this process's request back in its queue and send an okay to the request it has just received.

Answers to Homework #3

Due Date: February 27, 2001
Points: 70



1. (20 points) Show that in Lamport's algorithm the critical section is accessed according to the increasing order of timestamps. (text, problem 6.7, p. 149) 

Answer: Recall that two basic assumptions of Lamport's algorithm (or any other distributed mutual exclusion algorithm, for that matter) is that messages sent from process p to process q arrive in the order they are sent, and if a message is sent then it will arrive (i.e., no messages are lost). 

Proof by contradiction. Suppose process p1 issues a request to enter the critical section at time t1, p2 issues a similar request at time t2 with t1 < t2, and p2 enters first. This means that p2's request is at the head of its queue. As the queues are ordered by timestamp, this means p1's request has not arrived. If p2 enters, though, it also received a message from p1 with a timestamp higher than t2. This implies that p1's request has a timestamp higher than t2 (which is false as t1 < t2) or p2 never received p1's request. The latter is possible only if either p1's request was lost, or messages from p1 to p2 arrive out of order. Both these contradict the above basic assumptions. Hence p2 cannot enter the critical section first, proving the claim. 

2. (20 points) Show that in the Ricart-Agrawala algorithm, the critical section is accessed according to the increasing order of timestamps. (text, problem 6.5, part 1, p. 149) 

Answer: Proof by contradiction. Suppose process p1 issues a request to enter the critical section at time t1t1, p2 issues a similar request at time t2 with t1 < t2, and p2 enters first. This means that p2 has received reply messages from all other processes including p1. But p1 will send such a message only if it is neither requesting nor executing the critical section (which is false) or if p2's request's timestamp is smaller than that of p1's request (which is also false). Hence p1 will not send a reply to p2's request, and so p2 cannot enter the critical section first. This contradicts hypothesis, proving the claim. 

3. (30 points) On p. 145, the text discusses the greedy strategy for Raymond's tree-based algorithm, and notes that it can cause starvation. Please give an example of the application of this algorithm to a situation in which the greedy strategy causes starvation, but the regular algorithm does not. 

Answer: There are two answers to this question, depending on how one views "site." 

If there are multiple processes at each site, the processes can generate a stream of requests to enter the critical section. As the greedy nature of the algorithm requires the site to honor requests generated at that site first, the token stays at the site and any other site with a request to enter the critical section starves. 

If there is a single process at each site, starvation will not occur. Observe that, after the process finishes executing in the critical section, the token will be forwarded as indicated by the holder variable. Given this observation, the proof showing no starvation in both the greedy and non-greedy cases are the same. 

Extra Credit

4. (30 points) Does Maekawa's algorithm access the critical section according to the increasing order of timestamps? Either show that it does or provide a counterexample. (text, problem 6.5, part 2, p. 149) 

Answer: The claim is false. Consider the following situation, with three sites: 

R1 = { S1, S2 }
R2 = { S2, S3 }
R3 = { S1, S3 } 

These satisfy the conditions for Maekawa's algorithm. 

Let the clocks at sites 1, 2, and 3 be C1 = 10, C2 = 20, and C3 = 30, respectively. Then:
S2 sends REQUEST(2, 20) to S2 and S3
S2 receives REQUEST(2,20) from S2
S2 sends REPLY(2, 21) to S2
S2 receives REPLY(2, 21) from S2
S3 sends REQUEST(3, 30) to S1 and S3
S3 receives REQUEST(3,30) from S3
S3 sends REPLY(3, 31) to S3
S3 receives REPLY(3, 31) from S3
S1 receives REQUEST(3, 30) from S3
S1 sends REPLY(1, 31) to S3
S3 receives REPLY(1, 31) from S1 

At this point, S3 enters the critical section even though its request has a timestamp greater than that of S2. 

This works because Maekawa's algorithm sends a REPLY to the first message that a process receives. If a later request comes with a lower timestamp, either a FAILED message is sent or the REPLY is held. 

